kel Swlyadl él ol dudalal @il
(GBuhill) Limoll pglyaJ
auivlas dcoly elihpll S Al §uls)
(6a0icoll Sleludl plhis)

(2022)




L) byl Al yad Ada)al) Zaisul
(k) Fgal sl
Gl )i dralag o likaa) oS3 Ayt
(Bacinall Cilelud) alaiy)

(2022)



Contents (§giaall

B ettt ettt ettt ettt ettt n ettt en et en et eneneens daxia
S ettt ee ettt et en ettt en et <alay) oY ol
TSSOSO T T OO VUPTPPTTTPRTTTT T 1V B § | X

T et et eete e a— e e ta—e et ea—e e e et e e et erteateate et eateateneaeens dalall 2o g8 LI
T ettt Sralad) A2 A1) (2) BaLa

T ettt ettt ettt ettt et et et et ettt ettt e etans T ) aldas (3) 33l

T ettt B0 g Al A1) i) 90 (4) Bl
/R RRNTIRRE X *1| B - Y- () K Y

8 ettt ettt ettt ettt et et ettt en et 1)y Jiall 48l g Cilda (6) 3
B ettt ettt e ettt e et ert e et e e e et et et et et an e sl ) g guaal) allai (7) Baka

0 ettt ettt ettt ettt en e 208 (e iladY) (8) Bale
0 ettt ettt ettt ettt ettt 1Sy ALE Y (9) Bl

0 ettt ASAe) gl Adlad) gl Al Sl g i) (10) B3ke

L ettt ettt ettt rclilasiay) allai (11) 33k
L3 et s S]] AU g ) aB3Y) (12) BaLa
ST sl JA) 2 gy (16) B2k
LS s Lalad) il gl greal s 308 (randlSY) (ulaall (17) 33l
L ettt ettt ettt ettt ettt e et te et e et ete et et et e et et et eteeeeeeeaens Laalal) dn al) Lay)
L6 ettt ettt et (Anbill) (gall Lilal) il jal) o gl
L6 ettt sl aslaall da giaal) dralal) cila jal) (18) 32
L6 ettt ettt Jeadll 221 8 (19) Bala
L7 ettt ettt Al yall allai (20) 33ka



17 et ettt ettt e st eenee (21) 33

s0ad g 3 al Al 35l (37) Baka
L et e ABLA) gall a glial) Ja) pal Al jall <y 84l
2 ettt ettt et ettt 40 LAY A ) iy jial)
30 USRS Lol ) gall o glaal) il il alal) (5 giaall



bt ”

CWRT-PY

s oshilly alell Sl Afind) el Apat 8 2SI Llell bl Al (32a3 ) AaBDU) Cangs
Al Gpalal) g bl alasiols Gl g ZSH Afia ) Adadl) julasy Loy o lilaca) ISA Y e
daale Al Gob e SAuky alS Ciny shialy Lesial) dianl€Y) el (e e Ay DA (e
JlelSie

o Hally Sl Sl Apan e Jend lly el claball Al aess 4D Giags LS
g Lol @iy lllall 0)lids (A} g uagally Jlaally gl (3 alell daall Ailia) & ey sdally oY)
oamaaia) il L) duaedl Jgua)

A AUl Vyylise g Aadiial) Joall (8 aoiiall alail) poe Lailas lldy AU Sadinall cile L) ol ok
SN 3 Jadll Addaally gy sl eal s (S

Aalall oyl ey Jiniy lilania¥ s dusylally 2dlly Joill aubaiid Aelall aedsdll e AaDU) Jaids
alall Glapall Ao Joaanll d)LaaY)s dpla) Glllially dpayal) @) jaal) 158 4D Jads LS
BH A

GlaliaY ks Gyl cileshall Iy Aatial 400 cleacads b cloghs 7yl Lal<e) 2D i LS

laglaally e lihaa) oS3 ¢ Uad 8 dgudal)l e laal) b skl sylioe ()5S uny acinal



z £

HOSR

(A GaleY) (Bad ) AulSh) Ciags

asle s daard) clSually A1 daayg LSA Yy Gligg lly elbal) ol 3 uaadiall dlae) (1
SSA Sl skt & Dpallad) Aedliall (ge agiSay Loy 3l Ciliangios Lkl Geall alagall bl
=ik

AlalSiall Gpartl) e il ST L) Al o llacal] oIS Jlae & Aadailly dpalell Cigadly cluhall elpa) (2
gl

e LA A3 ae g deliay 2ig3 ) Adhiad) cilgally clingll Asdlly dpalad) il Lusally cl)Lin) o (3
coald s @l Glasg sli) Dla

GIGAS el oIS Eaall ¥ laal) & Jand) Boas dalal Gk ddbidal) Gl aja Jiabisale) (4
gl Glaghall DA (e @llyg UL agle s dnanall ulSailly AV daa yg LS YY1y ciligng ylls

Gob oo lealatind 5ol adys Algall Cilianges clelad 8 elilaa) oIS @il ahasinls oo sl aess (5
Aamiid) Zigall Ay ull @yl

Akl clankilly adaill Glaay ekl daadiall cilgal) ae A2V (6

Aawadiall HaleSl G alal) (Sialls sl anliall Gread Caags dalall Clyaigall dhe g clgaill oty (7

Dol Cangy allally i)y aall (ggiad) o 5L ilawsgally ciligl) pe Gualell lalaY) s (8

el KA lacady dibeial) Gigadl glyaly cal il



Llad) cabadsal) < Lol

tdagad (1) 3ala

Gy daaAl) Clieall Al pe Aialfie Cilgics aedd Al Lgidad aagy 2SIL dpalel) ALdY) Gullas agis (1
bl pe daalall Aadll clliladlly hliall il atul) cleUailly deliall go dhdll s o
IS Galae Ao aludY) Talad (o yaty enyil) A sliac] (e anadll cilaliiad dus ae Algall ALoLal) dpaml
<L,LEY

Bea s Claaall Jadiy gy aled) Canall GaulusY) diad) JLeSin¥ a3h Lo wwaniy dpalell 2L (allae a5 (2
Aatial) dlall 3gan (B ) Jigail gy dnalally ZSH asitig dpde 48 yualic (e lgaih Lag sVl
aball @l 2045 GISH ulaag acdll (alae aaling

Aaiil) Jalad de Lial) Culse gy Fiaaiually de suiasall il saally Lalall clushall e shoal Laashyall Jaladl) lasi s (3
il e g Cplalall aadng aaiaally LN G Ll aeny Loy daadd) ghalially Ll cilllaiag
(sl &9 phag il Glilag V) sl Gl e ashall @l jae Jais Gl LIKIL Llal) cla)all

g sl Aplidl ) jie pay a Oy



dalad) s g8l LI

tdalal) 4 )all (2) Bala

el el Sl a5l anyn e bl (IS 4 Gulae (il e ol gudl) i€ daals (adas ey

Al e Jualall aglill jaads S5 xa Professional Postgraduate Diploma (&)

:Z\.u\)ﬁ\ eUé.'a (3) K|9S
Bae Ol Cpbead 1 aalyal) alall anaiing L e lilaial ) oSN 4K Ayl wial) HUill g sadina) cile L) ol
(5) salall b daimgall aclsall Wk 3l macess L lesad e dasf Lgia O
23l dapal] 2894 (4) Bale
I gabal) Jamdll Lcills o] g (e Vo Aaliall Jiluagl) (sals 3l aiclge 0 Linjlag Llals (DleY) s
bl Ay 2e5e 35la Y Gumy agenll a2l Jag sl pe N el Qo Zpesilly by e 0

2 s Al Aaidall allal)
tadl) Jag pdi (5) Bala

Alad) claball 813 e dsbaall i) JlSiuly daiaall Gallaall dailge Ao Joanll o



3 s4dd Olaial eha) Jia Jaall &g pin Wy (931 Uagyd Chuday 5l Jam o) &SI sl G @

O LIS o LS AN Aaiall clilSay) s calgaall Ul 230 sty daadl CUall 5y a0
) 28 Joaal Ja i€ ddleSiad alga )

sn (RS laoans sl 8) oads Jamd IS Al (b IS Al iy il Al o) 0 0

ot &Y ad el dadlga
1)) sRall d8lialy Cids (6) sala
SV 2dyall Calil can ) je s Alialy Cadad )y daad US 30 3 Gle g Lgine Lie) se

el Al dlls 8 Algdll lanal) Jeday

tduyally  guanl) allai (7) 3ala

;) aclsdll COUN e 3akaig daadyall Lol (Ul ¢y Ja s Wy gumal) allas e 30 s

eJsia das it B 0K olle ) jaall 138 Clpualas gana (0 %75 o kel (A Qllall jgias das J8 Y Gang
Masly el Wil o e el olldy Zuaal) oda 4 JB M el laiel Jsda e llall Gloa s

kel Gl 3 Laady Ul ey A 38 g ducifiall Gallaall g e U] Nl sy el



F oA (e ey (8) il

Cuny LIS 5la) Lgilas sanma 5538 S AT 5l ) e (g comniy o ajlial 3l el Joned 2as Ul g
daagall gyl ool anlsll bl daadl) b Jaaeall aY) aall e Galldall Alsad) clebud) 2o Ja Y
i " i’ 4l adingg gt il Al @l jiall Ty QI aan Y A s3a (g dsale A (S
o)’ 5 Al ating LS alaa 4l (568 3o (50 I Banaall 8 2y ST ) 5 e alllal) Canai) 13)

Al Cadingd LU (ulae aliy (gye8 S JBY1 e edn (laiel) Jd 08 1) Wl L lgie canasl <l jaal)

B2 age) My B ) e Jaaadil] gy Jgarall 205l Al 5NT ) j2all sale) die dllad) oda (& Ul o ey
Sy ALaY) (9) Bl
L elnel o e Leoll Tadpe oy JS0 ALY clagy ae pslialls Gagally Llal) cladpall 20SH (S5
Bac Lusally Zuahyall 8538 (DA 2L g sl ] Alldg 4 amatil) 8 Gpaall iy (63) (il ki (po (il
oo Ul dalies adjall gty WS Gl Jlaa oty Sl AP )y jaall sl 8
radale) ol adlad) of 2l Jaliuly Cildy) (10) 3abe
LIS palae Adlges (Aol 520 olidia) aie) Al 520 e il Llaady 4aY 520 e il iy 05 (1
1Y) agyall
AU duca el clalgall Calldall axis o)) dajdis ducayall eV (

sy Lo @lllall w3 of Ao iall A3l ol zo3ll Al (<



D s Lo i ae Aadesall clgall aiatll eV (2
Ll iy Lo sl e danll Bga Gk e L g sy ) daacyl) ilagall ) Ayl i) (o
Ay iy e i g Jelall dley sl (2
SN (alae abity AT jle sl (5
Y eV 8 il ad sl (2
Ay dalad g ke (A daedll (a)d Mina) e
s s o) ulliie Guele il ool e CalaS gl daal )il @l jaall A Gl Gigay S5 1Y @
FOfpe 9l ) de Llell Gluhpall diads anidl) Galaa d8ilgag b ydiall (e s e el Caad)
Ahll lgile pageaid) sadd) DA Lualall A3 e Jeany 113 o
aany Gallall jUad) aey g ZASH (alaag acdl] Galas 4y Canse Callay (s pdiall) Capdiall oz 13) @
Malhae Loady Aoyl Sal) Lind cumdy 1)) @
ol ol Cillay (ylall 238 13 o
LI Baaaall auelsall 8 adde 85l Aaahall agesll Golall day ol 13 @
A alae laadians Llall il diad Ll Al el o
Ba 028 sl Ol e ) Gl a8 sale) AASH Gulaag il sl Galae dBlge o sly oSa (3
OSass -Baaly (9l By V) oad Al (G Guylall A aley Vs Llaas 1ad ANl 3 8 il iy c(g3)
Gilgie EOE o S8 ima 3B K A1 1A &l Rall ams Aadyy (e Qllall ban o) (Ao 2a8gal) acadl] aladl

A PRI

10



ralilaial) allai (11) 8ala

Aoghdiy duyyat lilane¥) (pSs alllall lgas ) iy jiall (A s Jead IS elguil aas cbilasaY) s (1
sy Aeaitall Lialll U3 e dilays 3 A1 Lbad) Sl asbis (DUl ggyiall ae il el goen b
Ggeadd) ddslial e

AT ) e gen i 1) laals Calllal) ey (2

o AU pemny o] 13 ggpdall b Ldy ey Gy (gpatl Glanie¥) gag Al 13 Ly ) e (3
gy dinlll @) 8

TS5 a5 ssean) Al V) aall Ligis ol Lo je (Y (gumill laia¥) eldf e il ayay (4
QU sy paidiall pll palae il e Toliy 2SI Gadaa e Db lld (355 Syaladll 23 (ya
Ao paadl aasll e aja Al @l jrall Loy

et anll e 4y Oy o ke (s (b dalas Alls 8 QI Gusat ) 2 laill A 25 Y (S
bl Laeailly (12 )5abe 3 5y ) Lol sl

Lale duany Al Aaally ol 4l udingd SN (s aliy Hden ) 2al) platial (e Lokt lldal) (IS13) (6
el g olaie¥) alsis die @lldy o LS glanay) b

alidy Hde QLY e 4wt Aai dagey OIS 1) Y] e (pale dage Ala 8 Lilgs QL a8 2l (7
ccsel) aloel ana e cusall aloel Al Cuatias N 2SN ulae

alele EDE e IS Lf (_5)3):35\ Olandy) saa (8

11



Jleed da s 20VIS dasite 430 40 Lie pacads d2)0 100 ke (gl & glaiadll cadaad) Llgdl) (9
dadlll GlSlially eaal)l Gliae clal) ¢ plall) Ll Jleel anpn 205 dleadly Lgaddl
SN s (e adinall ) joal) Chragil g clldy (<l ualaall
e gral A LS Woas ooy Jlie gubpll sl b 4y daalyad Gelal) allas aaiiy o lUall 3555 (10
sl (Pl o)l eSSV e
izl gy yda (11
doalal) GLadY) oass dies Cileginge A AT £y b Ak (Rudall) gl asball (Ol agts @
i elacl aal il US o Cipdag calipall Ll Ziall) (e Lgale d@loal) 5 of o LIS
deadll latial (e el e g9 pdall dudlia] 358 aaddy gy pdall s b padiall (o)l
coiaied) Lad 8 (e s US5 alal) gy i) Al Sl
ol Galead o sadins deba (2) daiy oy e 4 Guld e 2 A0 g yde Clia) Sy @
P il e 68 AT g pda (8 Ol ans @
s ¢ Slaill apad) 5 AsBlially g g pdall Bl Garads kel Clajal adaad) gl (e %50 -
ctiaiaal) Liad DA (e anidll
Cipdadl P e anil) aig llhal) dlid (amds )il cilayad cabal) Lled) e %50 -
Lilgall daall 21y %20 5 Qllall Anliad pawds kel Glags (e %30 £ JEIS s

&9)&4&”

12



i) Ul ) pafil) (12) 5ake

b LS Badies dele JSI padil) Ll o

Lalai) i) Al Apial) Aseadl

4 A+ <l % 95
3.7 A % 95 e Jil - % 90
3.3 B+ %90 (s B8 —%85

3 B %85 e S8 —%80
2.7 C+ %80 (e S8 -%75
2.4 C %75 e BB =%70

2 D+ %70 e B =%65
1.7 D %65 (3 i %60
Ja F %60 (e 2

2o il ale diasy Al LD 2o Gy duals Gl Gle el Lalis gganae il sy @
COmpde Cpedy Y el el sadieall cile L)

bl e g coahdl) Jadll 8 Lalas g gana (ge el e Juany Lo lacsgia sa Leadll Jaedll @
sadieall Cileludl 2o Jlaa) Ao bl Jeadll Al @) jaall LG goane dand Joals
compde Omedy Y ellyy bl daadll b dlaaa) o) jaall

il Pl Al @) el gaes bl gsane o lllal) agde deany o Javssio 8 SKE) Jandl @

Gl Pha Lsaall @l jal) pen Blas g gane Galadd e dlen 2isg cJanall Gilaad Zaliad) Zoasl

13



Lol il DA Ascadl) 5adinal) Gleludl e goane o Logaie Jarall laad 22l ducd )
oade aady Y llyg Jaral) Cilieal

W) e D e Jeas 13 e 8 laals QW) ey

e ol 2ns Llaialy by i) e (& dsmal) a0 ) s oy 13] llall e
“ye 22 sl Al g L AV e @i 3 e i) @l Jede e Jlea) 05 o) e
@B -2aiue QIS Al Gamds b dadl) Lila) ppadl G813 Gllall jean ) 2all 8 daadl)
AY) anadill 8 dglhad) o)yl e culSs Wajlas) 5 ) @l sl Gallhll st Allall 3
Liiny Al oda A (@loal ja) ke A sl lllall (Sad Lylaal )zl GIS1) L s )
) @laa¥) kel e dealall dajally Ul

da)l Dsye o) Ler sl gl ye it sy iglladll Jaaall aiat (ge alllall e ol 13)
Gl a8 ol duagilly callal) Alls Ay LASH (udas a02 galipall (2l 43 die dasl)y Jgucad
caly ol Juadl LU a8 dillac] )

J8 e Lgblae @313 V) L) Jasssia Glas b (AT daala & lllall Lgasys S @l sl Jas Y
ASY ulae A8lga g anail] ulae

aollal Uiy Al gl Tanpall Al )y saal iy salgst Ul ey

14



: da) yall asw (16) 32l
e Dl & Sl aelgall 8 agell 2y dg do disaall S jke IS O dadpd sy il S @
G salaie) iy A (b satay Ll s cllly jaalal) plal) s (8 ppenl) oy Jomd (S LSIL
aalall Lulae
ol Jmil) 2y o (e IR 8y el Gyl agunl) salams ane Alla 6 Lylal Ul 38 ol i o
Loba) Ul 28 ola) b Alll ol 8 L) ol ) s 5] dswlly cllyg f3s) ) Al (0
XY b Oe gl () 2 By Bye o)) e
Labat) bl gal B rantlsY) ulaall (17) B3l

) Lyl el Adlally oY) AU s Lbel) bl el 52Y andlST adne ISy

15



Aalal) dayall la),

(uuu\) eal) Llad) ciludal) o gl
igal) agbiall da giaal] dualal) cilaall (18) Saba
8 (Rnkal) gl Llall bl aglas A pa LA udas bl o ol gl 5 daals ulas iy @
1401 haal) geal
(k) gl ellaY) (ISY gl @
(o) igall Aghal) aslall & el oISH) gl o
(adal)) sigad) Ul didats JlacY) oIS 8 b)) (KU gl o
(ki) gl Laliall Y)Y & ellaal) oISH) gl o
Jsedll 2218 (19) sala
sl Ay ol Lpeadll cilaalall (s3] e puilenll) 5l Gussl Ay e Slals 6 of 0
claalall AeY) Gdadl e 4 Ciina J3T ale 2gaa gl dasls (1e ]
Ol o 3 (ggiadlly (abslay Lo of TOEFL) laial oiliial ay Loy daylll mie Jd aai of @
cxall 130 8 daalalls degiall aclill s @llyg malill 0y oalSY)
e i saall 13a b dealadly daiall aelsill ik Gl daalas lgaias AV T @lygs (e 20 lial o

Al

16



Ayl allai (20) 33l
e Aol (30) oo Aokl Llall clahall oy il 8) sl sadinall Cileludl 22 o
Jadt lg8) Cun bl (Aadukill) dsigal) maboll Banse din igall ashall (e Jo¥) AR (5
B el askall (e Ll Al (68 o) e agiaaliads CadEal O el e P i)
LSV 2yl Bl das e Ao el Qllall g anady ) Gl di.
adine delis (10) (oY) anlly acins Clelis (6) 2alsll oahal) Joadll & Jonesll 53Y) 0)) @
pasaidl cal) anl) 53b) & el RSN (alady Clgin EDE Akl asball Jal alY) a1 e
codaall ality Gl dasgy pie e ol ddlia) A 4o
il o5 Al Gallae Lelig duigall alyll Byla) Gulae dalses ducals Yl uyal) 500 5215 jsan @
Omeladd Gy Cplaad oamll an3g 8 jal) agal Sl 2asg 2SI Eigailly Llal) ciluall alaae
(21) 82k
Gigaally Llall Cluhall daalad) Gty U aldiely paisal) audll udae #8) Jo oly SN udaal G
o) skl aa il (udall) gl Llall bl ool ) jhe Jaas ol Cads ol Bana <) jae dilia)
Jlad) 1383
roal g al Al asial) (37) Bale
ok Lo JATY BISH (e o apet 2aDU) 038 8 i gy 3y ) A 23

rcfall a8 (535S alail) soigh (38) Bala

17



o L 2B @D Al S ibiaad) dalyell dahall il saall Jglans Lisally ddbiaall dauhall il aall o853
S gl

sl Alayal 5 sag el s a3 ) (sginnall DLl (e Jo¥1 o) s 11

Jeaill )y jie 35 o o caahall dasall 8 kel dobes Slad) e Gllilly B Gl Siay 2

diagy Wy 8 byl Jeadl) ) jaag cbasd Ly JoY) ol

18



ARUAAY igall askiall Jalhal duahal) o) sial

19



Ot Cbaad o danalle s e 8 ¢ alis ale gl aghiall L14Y) 4320
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Course Name Credit
Code prerequisites Semester
English s hours

Concepts in Atrtificial P L (I W =X\ PN
Al501 _ d 2

Intelligence elihayl
AlI503 | Computer Fundamentals Cralall Sl .

irst

Al505 | Structured Programming A<l daayll

Introduction to algorithms Gley lsall 8 dadia
AlI507 ¢ 2

and data structure bl JSbag
Al502 | Presentation Skills piilly Gyl lylga 2

Intelligent Decision Support )
Al504 LSl aea Aol 2

Systems

Second
Introduction to algorithms
Al506 | Introduction to database Glilull acfd 8 danaa 2
- and data structure
Elective Course (1) (1) wlas) e 2
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Cbiad o L s Clshe 6 0 e (Auball) (igall (o Uikl elSH) a gl Ao 48,4

Easda A ABLAYL (Oiplad) o sRag Abial Clsiae 4)

Course Name Credit
Code prerequisites Semester
English s hours
Introduction to  machine
Al511 ] AN alas 8 dadia 2
learning -
Object Oriented
Al513 404l daayll | Structured Programming 2 First
Programming
Elective Course (1) (1) whasl e 2
Al515 | Project g9 e
Introduction  to  natural Glalll dalles 8 dadia
Al512 ] T 2
language processing Lanball
Fundamental of computer
Al514 sl acyll Sbwla) | Computer Fundamentals 2 Second
graphics
Elective Course (2) (2) whasl e 2
A|515 PrOjeCt &5)&‘\
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hadia Lals Sy sa 6 08 ol 1((Aukill) (gal) Al aghal) b o Uikua) 6lSH) agha L 3840
gapda N ABLAYL (onibad) gy stag Ayla) Cyjia 4) Guald Culad e

Course Name Credit
Code prerequisites Semester
English s hours
Introduction to gl i
A dadba
Al517 | computational biology and ' ¢ 2
Lgaall Liila slealls

bioinformatics )

Introduction to machine Concepts in Artificial First
Al519 A alad & dadie 2

learning i Intelligence

Elective Course (1) (1) wlas) e 2
Al515 | Project &9 ye
Al516 | Medical Signal Processing dphll @hlay) dalle 2

Introduction to
AlI518 | DNA Sequence Analysis computational biology and 2
Sgsill Second
) bioinformatics

Elective Course (2) (2) wlos) e 2

Al515 | Project g9 rda
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Clsie 6 Co ple (Anbilll) Sigal) clibad) dulaty JlaeY) B o lilua¥) olSH) agha 450 43,41

o () ABLAYL (Caiubis) cpystag duba) e 4) Gumlpd mbad o dacda dau)

Course Name Credit
Code prerequisites Semester
English s hours
. Concepts in  Atrtificial
Al521 | Business Intelligence JlacY) I3 2
Intelligence
Web & Social Media Lilglly cugll adllan
Al523 _ ) 2 First
Analytics L Laay)
Elective Course (1) (1) wkas) e 2
Al515 | Project g9 e
AIS22 Data Visualization and l 5
- U s .
Dashboards T et RS
Data Integration and
Al524 lilal) piisy JalSs | Introduction to database 2 Second
Warehousing ;
Elective Course (2) (2) whasl e 2
Al515 | Project Eosm
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Lalpd ke 6 (8 s 1 Aukill) igall Alial) AN B ollaa¥) KM aska Al 4881

Earda ) ABLAYL (Ciulas) Cppofag Ayl Gk 4) il Gulad o daida

Course Name Credit
Code prerequisites Semester
English s hours
Introduction  to Digital Asliall A3Y) 4 dadie | Concepts  in Artificial
AI525 _ j . 2
Forensics 48,1l | Intelligence
Al527 | Cyber Security Shuad) 5aY) First
Elective Course (1) (1) whasl e
Al515 | Project &9 e
o Aslial) AY) Gl | Introduction  to  Digital
Al526 | Image Forensics i 2
_sall | Forensics
Operating System Asbal) A Galas)
Al528 2 Second
Forensics durdall olai 8 L0ad)l)
Elective Course (2) (2) wlas) e 2
AI515 | Project £ e
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A LAY Faalpal) ) jhal)

Course Name Credit
Code prerequisites Semester
English s hours

Al541 | System design and testing alail) Hlidly avacas 2
Introduction to computer

A543 | Gualall D55l 8 danie 2
vision ° N

Al545 | Learning from data Gbilall (e alasl)

Al547 | Biological data mining Lgaal) bl 8 Cugnl)
Medical Information

Al549 ddall cblyll Jia 2
Visualization
Digital Business .

Al551 Ladyll Jlac Y] Liagl i 2
Technology

Al553 | Steganography Glagleall claa) 2

asball AN Glak) First
Al555 | File System Forensics ) o 2
Clalal) plas 8 doed)ll

Al557 | Data Visualization Glilall Sy gaye 2
Fundamentals of Big Data | il cbilull caluabad

AlI559 2
and Data Analytics Gbilad) Jalasg

AlS61 Geographic Information 5

dd)aall e ) ala

System sbiadl Slasiadl o
Research Methods and | _ddl sl 3

Al563 ok 2
Skills adfiny Clylgag
Advanced Computer and | caulall s

Al565 o 2
Communication Networks Aadiiall YLy

Al542 | Intelligent Systems 2SN Ay 2
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Code

Course Name

Description

Al501

Concepts in Artificial

Intelligence

The course provides a basic introduction to classical Al (artificial intelligence)
as well as non—classical Al. It addresses fundamental conditions, problems
and challenges for Al also from a philosophical perspective. Topics covered:
Background and history of Al in outline. Fundamental problems and
challenges - realism, brittleness, scalability, real-time requirements, the frame
problem, the homunculus problem, the substrate problem, symbol grounding,
common-sense knowledge and common-sense reasoning. Fundamentals of
search: problem, solution, state space, breadth—first, depth—first, heuristics,
A*, local search and optimization. Knowledge representation: logic as form of
expression (syntax and semantics of propositional logic and predicate logic).
Agent paradigms: the hierarchical paradigm, the reactive paradigm, and the
hybrid paradigm. Classical planning and execution, STRIPS, Shakey. Reactive
agents, Braitenberg vehicles, subsumption architecture. Potential fields

architecture.

Al5S03

Computer

Fundamentals

Definition, History, Generation, Characteristics, Types & Applications.
Overview of a computer system, Hardware, Software, Programming
Language, Concept of Computer related threats (virus, worms, Trojan,
phishing etc) remedies and protection, Multimedia, File Management basic,
Familiarity with internet browsers (eg. Inernet Explorer, Firefox, Opera, Safari,
Google Chrome etc.), IP address, Introduction to Network Media, topology
and protocol.

Introduction to binary, octal, decimal and hexadecimal number system

Introduction to ASCIl and Unicode standards

Al505

Structured

Programming

The course objective is to introduce students in the algorithmic way of thinking
and problem solving by computers. Issues addressed in class are: the notion
of algorithm, data representations, algorithm design methods, algorithmic
problem solving. Students learn the fundamental principles of structured
programming. Typical characteristics and mechanisms of a structured
programming language are introduced and students are introduced to the
design and development of structured programs in this language.

Lectures are completed by lab practice where theoretical knowledge is applied

in an appropriate software environment.
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Upon successful completion of this course, the students possess advanced
knowledge, skills and competences in Structured Programming that enable
them to:

e Understand and explain the basic design principles for algorithms,

e Understand basic computer programming principles, distinguish them
and classify them,

e Know a substantial number of basic algorithms and use them in
problem solving,

e Know a programming language and use it to write original code for
problem solving,

e Know the tools for software development and use them to analyse
complex problems, to construct solutions (algorithms) and to code
them,

e Collaborate within a team that develops algorithms and application in
C.

Al5S07

Introduction to
algorithms and data

structure

Algorithms — what they are and how to express them (in pseudocode and
selected programming languages).

Practical experience in devising, assessing and using algorithms:
considerable practice in algorithmic problem solving for realistic problems
examples from a wide range of application areas finding appropriate algorithms
and data-structures inventing appropriate algorithms and data—structures
Practical experience in 'algorithmic literacy’ — knowing how to use the
extensive literature on the subject, recognising what algorithms to use in
applications and assessing their utility.

A range of basic data structures: arrays, lists, trees (including ordered and
balanced trees and heaps), and various kinds of graphs. Representations of
basic data structures in programming languages.

A range of basic algorithms: searching and sorting algorithms, tree traversal
and manipulation algorithms, some basic graph algorithms. Other algorithmic
areas will be explored through practical examples.

An introduction to algorithmic performance: space and time requirements,
worst-case, average—case and best case estimates. Practical experience and
techniques for measuring and predicting performance: Counting operations.

Scaling and some common rates of growth.
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Reasoning about algorithms - experience in informally reasoning about

algorithms to establish correctness.

Al502

Presentation Skills

This course aims to develop students’ communication and language skills in
order to plan and deliver an effective presentation. Students will be taken
systematically through the key stages of giving presentations, from planning
and introducing to concluding and handling questions. Presentations will be
based on topics found in the readings of English 7 (Media Skills) and research
for the presentations will put into practice internet research skills acquired in
English 4 (Computer-based Learning Skills). Additionally, students will
experience not only how to give an effective presentation, but also how to
become an effective listener. Finally, students will practice writing skills with a

short essay using the Online Homework Submission and Evaluation System.

Al504

Intelligent Decision

Support Systems

This course aims to provide students with the basic and necessary knowledge,
in order that they could identify when a given domain is really a complex one.
In addition, it leads the students to identify how many and of which nature are
the decisions involved in complex domains management. Furthermore, it aims
the student to know how to analyse, to design, to implement and to validate
an Intelligent Decision Support Systems (IDSS), emphasising the integration
of Artificial Intelligence models and Statistical/Numerical models, and the

knowledge discovery from data.

Al506

Introduction to

database

This course aims to develop the students’ skills in design and implementation
of relational databases, including data modeling with ER or UML diagrams,

relational schema, SQL, relational algebra, user interfaces and administration.

Al5S11

Introduction to

Machine Learning

The primary aim of the course is to provide the student with a set of practical
tools that can be applied to solve real-world problems in machine learning,
coupled with an appropriate, principled approach to formulating a solution.

Machine learning is the study of computer algorithms and models that learn
automatically from data. It is a key area of artificial inteligence and has
applications in many domains, including biology, social science, statistics, and
image processing. This introductory course covers key topics in machine
learning, including linear models for regression and classification, decision
trees, support vector machines and kernel methods, neural networks and deep
learning, ensemble methods, unsupervised learning and dimension reduction.

Students should:
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e Have an understanding of major supervised, unsupervised and
reinforcement learning techniques.
e Have a basic understanding of evaluation methodologies.
e Have a working knowledge of how to apply machine learning
technologies to real-world datasets.
Have gained experience designing and applying machine learning techniques

in team settings.

Object Oriented

Programming

This course introduces the concepts of object-oriented programming to
students with a background in the procedural paradigm. The course begins
with a brief review of control structures and data types with emphasis on
structured data types and array processing. It then moves on to introduce the
object—-oriented programming paradigm, focusing on the definition and use of
classes along with the fundamentals of object—oriented design. Other topics
include an overview of programming language principles, simple analysis of

algorithms, basic searching and sorting techniques, event-driven

Al513 programming, memory management and an introduction to software
engineering issues.
At the end of the course, the student should know:
e How to abstract a problem in an object oriented style.
e Object oriented programming, basics to advanced level.
e How to use the Standard Template Library (STL).
This course provides an introduction to the field of computational linguistics,
also called natural language processing (NLP) — the creation of computer
programs that can understand and generate natural languages (such as
English). We will use natural language understanding as a vehicle to introduce
the three major subfields of NLP: syntax (which concerns itself with
Introduction to determining the structure of an utterance), semantics (which concerns itself
with determining the explicit truth—functional meaning of a single utterance),
Al512 Natural Language

Processing

and pragmatics (which concerns itself with deriving the context-dependent
meaning of an utterance when it is used in a specific discourse context). The
course will introduce both linguistic (knowledge-based) and statistical
approaches to NLP, illustrate the use of NLP techniques and tools in a variety
of application areas, and provide insight into many open research problems.
By the end of this course, student will:

e Have an understanding of how to use the Natural Language Tool Kit.
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e Be able to load and manipulate your own text data.
e Know how to formulate solutions to text based problems.
e Know when it is appropriate to apply solutions such as sentiment

analysis and classification techniques.

This course introduces an introduction to techniques for 2D and 3D computer
graphics, including simple color models, homogeneous coordinates, affine
transformations (scaling, rotation, translation), viewing transformation, clipping,
illumination and shading, texture maps, rendering, high level shader language,
video display devices, physical and logical input devices, hierarchy of graphics
software, hidden surface removal methods, Z-buffer and frame buffer, color
channels, and using a graphics API.

e The fundamentals of the modern GPU programming pipeline.

e Essential mathematics in computer graphics.

e Color and light representation and manipulation in graphics systems.

e Common data structures to represent and manipulate geometry.

Al514
Fundamental of e Common approaches to model light and materials.
Computer Graphics e Basic image-processing techniques.
e Basic shading techniques.
e Application of mathematics to graphics systems.
e How the human visual system plays a role in interpretation of
graphics.
e Working knowledge of GPU programming.
e Working knowledge of a modern 3D graphics library via practical
assignments.
e Ability to produce usable graphics user—interfaces.
e Ability to manipulate 3D objects in virtual environments.
Ability to write programs from a practical specification and produce realistic
graphics outputs.
This course Introduces bioinformatics concepts and practice.
Topics include biological databases, sequence alignment, gene, and protein
Introduction to . .
structure prediction, molecular phylogenetics, genomics and proteomics.
computational ) o i
Al517 Students will gain practical experience with bioinformatics tools and develop
biology and

bioinformatics

basic skills in the collection and presentation of bioinformatics data, as well as
the rudiments of programming in a scripting language.

Course Goal:
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This course is designed to introduce future biologists and physicians to
bioinformatics tools and analysis methods. Upon completion of the course,
students should be more comfortable working with the vast amounts of
biomedical and genomic data and online tools to introduce the bioinformatics
study of protein structure and the proteome. This will cover the principles of
protein structure, protein classification and identification, the structure

determination and modeling of proteins and protein—protein interactions.

Introduction to

This course will briefly cover topics in regression, classification, mixture
models, neural networks, deep learning, and reinforcement learning.
Students should:

e Understand major supervised, unsupervised and reinforcement

learning techniques.

Al519 e Have a basic understanding of evaluation methodologies.
machine learning
e Have a working knowledge of how to apply machine learning
technologies to real medical datasets.
e Have gained experience designing and applying machine learning
techniques in team settings using different programming languages.
This course aims to study Characteristics of medical signals, continuous
acquisition, and analysis of signals from the human body. This allows an
extensive look into the working of the physiological systems to recognize the
state of one’s physiological system such as ECG, Electroencephalography
AIS16 Medical Signal (EEG), Ultra—sonography (USG), EMG, etc.
Processing Medical signal processing steps:
e Measurement or observation, that acquiring the signal
e Amplification, reduction, and conversion of the signals
e Examining the components of interest of the signal.
e Analysis of the signals
Through collection of data from large numbers of healthy individuals in
populations and through archiving of data in publications, bioinformatics
resources have been established that facilitate assessment of the likelihood
Al518 DNA Sequence that a particular genomic variant or sequence variant found in a particular

Analysis

patient is of pathologic significance. DNA sequences can also be used to
determine relationships between organisms and form the underpinnings of the

Tree of Life.
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This course aims to discuss Principles and Methods of DNA Sequence
Analysis by following these steps:
e Collect and analyze biological big data.
e Apply the most popular sequencing algorithms and learn how they
function.
e Develop a comprehensive knowledge of the history of bioinformatics
and its place among the biological sciences.
e Perform database searches to determine the possible function of
unknown DNA sequences.
e Gain exposure to the analysis of gene expression data from

microarrays and Next Generation.

Al521

Business Intelligence

The course starts with some basic insights into business intelligence and how
it differs from data science, before covering the key roles and processes
involved. You’ll learn about each role in detail and what skills are essential in
each position. As you progress through the course you will understand how
these roles work together to deliver actionable insights, as well as look at
examples of Bl tools and how they help revolutionize your work. Upon
completing this course, you will be able to: Explain different roles that form
part of a business intelligence team. Discuss how Bl serves the needs of a
business. Recognize well and badly designed visuals. Compare different data

types and data structures. Explain the basics of metrics and functions.

Al523

Web & Social Media
Analytics

The social media analytics course will enable students to grasp the analytics
tools to leverage social media data. The course will introduce tools such as
engagement analytics, sentiment analysis, topic modeling, social network
analysis, identification of influencers and evaluation of social media strategy.
It will involve lots of hands—on exercises.
By the end of this course, students will be able to:
e Understand and apply key concepts in social media metrics.
e Understand and apply social media analytics tools.
e Collect social media data.
e Monitor consumers and competitors and glean deeper consumer
insights based on advanced social media data modeling.
e Develop social media strategy and measure social media campaign
effectiveness.

e Make better business decisions by leveraging social media data.
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Data Visualization

This course will provide an introduction to the main concepts of visual analytics
such as visuals reports and dashboards with a hands—on tutorial to Tableau,

a leading self-service Bl and Data Visualization tool. By successfully

Al522 and Dashboards completing the course the students will be able to:
Understand and describe the main concepts of data visualization
Create ad-hoc reports, data visualizations, and dashboards using Tableau
Desktop.
The main objective of this course is to provide students with an in—-depth
understanding of the design and implementation of database warehousing and
analytics database systems.
Topics Include:
e Brief Review of Relational Design and SQL
Data Integration and ) )
AIS24 Warehousing e Data Warehouse modeling and Architecture
e Extract, Transform and Loading (ETL) and ELT
e Data Warehouse Administration and Security
e Column-store and NoSQL Databases
e Distributed Data Processing: Hadoop/Spark
e Web Applications Integration, XML and semi-structured data analytics
e Bl Application Design and Development
This course presents an overview of the principles and practices of digital
investigation. The objective of this class is to emphasize the fundamentals
and importance of digital forensics. Students will learn different techniques
and procedures that enable them to perform a digital investigation. This course
focuses mainly on the analysis of physical storage media and volume analysis.
It covers the major phases of digital investigation such as preservation,
analysis and acquisition of artifacts that reside in hard disks and random
Introduction to Digital | access memory.
AlS25

Forensics

The objective of this class is to emphasize the importance of digital forensics,
and to prepare students to conduct a digital investigation in an organized and
systematic way. This course will provide theoretical and practical knowledge,
as well as current research on Digital Forensics. Upon completion of the
course, students can apply open-source forensics tools to perform digital
investigation and understand the underlying theory behind these tools.
Objective: Students will be able to:

Describe digital forensics and relate it to an investigative process.
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Explain the legal issues of preparing for and performing digital forensic
analysis based on the investigator's position and duty.

Perform basic digital forensics.

Demonstrate use of digital forensics tools.

Guide a digital forensics exercise.

Recognize the state of the practice and the gaps in technology, policy, and

legal issues.

AlS27

Cyber Security

Overview of Cyber Security, Internet Governance — Challenges and
Constraints, Cyber Threats:— Cyber Warfare—Cyber Crime-Cyber terrorism-
Cyber Espionage, Need for a Comprehensive Cyber Security Policy, Need for
a Nodal Authority, Need for an International convention on Cyberspace.
Cyber Security Vulnerabilities—Overview, vulnerabilities in software, System
administration, Complex Network Architectures, Open Access to
Organizational Data, Weak Authentication, Unprotected Broadband
communications, Poor Cyber Security Awareness. Cyber Security
Safeguards—- Overview, Access control, Audit, Authentication, Biometrics,
Cryptography, Deception, Denial of Service Filters, Ethical Hacking, Firewalls,
Intrusion Detection Systems, Response, Scanning, Security policy, Threat
Management.

Introduction, Basic security for HTTP Applications and Services, Basic Security
for SOAP Services, ldentity Management and Web Services, Authorization
Patterns, Security Considerations, Challenges.

Intrusion, Physical Theft, Abuse of Privileges, Unauthorized Access by
Outsider, Malware infection, Intrusion detection and Prevention Techniques,
Anti-Malware software, Network based Intrusion detection Systems, Network
based Intrusion Prevention Systems, Host based Intrusion prevention
Systems, Security Information Management, Network Session Analysis,
System Integrity Validation.

Introduction to Cryptography, Symmetric key Cryptography, Asymmetric key
Cryptography, Message Authentication, Digital Signatures, Applications of
Cryptography. Overview of Firewalls— Types of Firewalls, User Management,
VPN Security Security Protocols: — security at the Application Layer- PGP
and S/MIME, Security at Transport Layer— SSL and TLS, Security at Network
Layer—-IPSec.
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Introduction, Cyber Security Regulations, Roles of International Law, the state
and Private Sector in Cyberspace, Cyber Security Standards. Handling
Preliminary Investigations, Controlling an Investigation, Conducting disk—
based analysis, Investigating Information—hiding, Scrutinizing E-mail,
Validating E-mail header information, Tracing Internet access, Tracing

memory in real-time.

AlS526

Image Forensics

Course will introduce principles of forensic image and video analysis and their
application to digital forensics. Practical forensic enhancement andanalysis
techniques, including how to prepare forensically sound exhibits, are covered.
This course is intended to provide the student with the basic use of digital
images and digital video in a forensic setting. This includes the use of best
practices to exceed the requirements of court, utilizing various industry
standard tools such as Adobe Photoshop and other commonly used software
tools, and developing a workflow from archiving to courtroom testimony.
Students will be provided methodology to perform imaging tasks that are

commonly faced in the digital forensics community today.

Al528

Operating System

Forensics

The purpose of this course is to provide an overview of computer operating
systems. Topics to be discussed include a brief history of OS’s and their
design and development. The course will cover major components the and
the algorithms and implementation techniques used to create them. The class
will presented using a both a mix of theory and hands-on
exercises. Some/most of the programming assignments will be done
Upon successful completion of this course, the student will be able to:

e Assess the threats.

e Enhance the security.

Evaluate the assurance level of specific computer systems and networks.

Al515

Project

The capstone project should contain an introduction, theories, hypotheses,
scholarly literature review, research methods, proposal alternatives, project
design, implementation and any other issues relevant to the project proposal.

Each capstone requirement is unique to the student’s program.

Al541

System design and

testing

Investigation of information systems concerning their existence and
identification and development of needed informational improvements within
an organization. Recommended methods and procedures considering
computer involvement are reviewed, designed, and implemented using the

case-study approach.
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Learning goals and objectives can be summarized as follows:

Understanding the Systems Development Environment

Identify and discuss information systems development options,
including IT services firms, packaged software producers, enterprise—
wide solutions, application service providers, opensource software,
and in—house developers.

Understand how to manage the information systems project.
Understand Systems Planning and Selection

Define Determining Systems Requirements by providing insight into
using interviewing to determine system requirements, including the

preparation of an interview plan.

Al543

Introduction to

computer vision

This course is a broad introduction to computer vision. The course aims to

provide the introduction to the analysis of images and video to recognize,

reconstruct, and model objects in the three—dimensional world, some low-

level image processing, and high—level vision tasks like image classification

and object detection.

learning goals and outline of topics can be summarized as follows:

Image formation / projective geometry / lighting

Practical linear algebra

Image processing/descriptors

Binary image analysis

Edge detection

Segmentation

Morphological filtering

Image warping

Linear models + optimization

Neural networks

Applications of neural networks

Motion and flow

Feature extraction, shape, histogram, color, spectral, texture, using
CVIP tools

Feature analysis, feature vectors, distance /similarity measures, data
pre—processing

Pattern classification

Applications
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Learning from data and statistical methods are a scientific discipline, and the
study of generalization (that is, prediction) from data is the central topic of
machine learning and statistics, and more generally, data mining. Learning
from data and statistical methods are used throughout the scientific world for
their use in handling the 'information overload" that characterizes our current
digital age. This course provides a selection of the most important topics in
this subject as follows:

e Learn the data analysis process of wrangling, exploring, analyzing,

and communicating data. Work with data in Python, using libraries like

Al545 | Learning from data NumPy and Pandas.

e Learn how to apply inferential statistics and probability to real-world
scenarios, such as analyzing A/B tests and building supervised
learning models.

e Learn the data wrangling process of gathering, assessing, and
cleaning data. Learn to use Python to wrangle data programmatically
and prepare it for analysis.

e Learn to apply visualization principles to the data analysis process.
Explore data visually at multiple levels to find insights and create a
compelling story.

This course aims to provide students with the skills to integrate the different

types of biological data and databases and learn how to mine them. Students

will learn to create their own database that contains different types of biological

data and then use packages available in the programming language to mine

them.

Bioinformatics is the application of computational techniques to the discovery
AlS47 Biological data of useful information in biological data. The course aims to provide a survey

mining

of computational methods for knowledge discovery in bioinformatics and
medicine. A focus of this course is on balancing theory and application. Topics
covered are Dynamic Programming (sequence alignment, BLAST search
engine), Hidden Markov Models (phylogenetic trees, structure prediction),
clustering and discriminations models for microarray analysis (Gene
Expression Data), selected data mining software, and working with biological

databases.
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Al549

Medical Information

Visualization

This course focuses on techniques and methodologies commonly used to
represent health data to facilitate healthcare decisions.

The course is intended to enable students acquire both the technical and
theoretical skills to practice most of the data visualization techniques detailed.
Data visualization concerns the presentation of data in a pictorial or graphical
format. Graphical representation of data allows decision makers to better and

easier understand new information and therefore make better decisions.

Al551

Digital Business

Technology

In recent years, new digital technologies have become important enablers of
new kinds of products and services, and new forms of business model.
Traditional business and management information systems are constructed to
facilitate the flow of information that supports enterprises utilising traditional
modes of management and traditional business models where data used to
take decisions can be days, weeks or even months old. With the advent of
the Internet and the ubiquity of mobile devices we have the emergence of new
business models where data is utilised to personalise the users experience
and deliver services that are aware of individual preferences as well as
additional data such as their location combined with a host of other supporting
data.

Thus business use of Digital Technologies is rapidly evolving from a narrow
MIS (Management Information Systems) view of digital technologies where
technology supports traditional operations to a situation where digital
technologies are deeply embedded in the operation of the enterprise and
where the customer experience of the enterprise is always and fundamentally
mediated by digital technologies.

This means that digital technology is increasingly business critical as it
becomes more deeply embedded in the organization and it becomes clear that
without new business models enterprises cannot remain competitive.

Digital business is confluence of enterprise systems, mobile systems, the
Internet and analytics in a data-intensive environment that underpins current
approaches to the creation, implementation, delivery and evolution of products,
processes, services and experiences.

The philosophy of the course will be to integrate real world understandings
with those more theoretical ideas found in the Information Systems literature,
and to use key analytical templates to throw light on the practice and

experience of organising and managing for digital business.
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The topics of the course include:
¢ Digital disruption
e Globalized business
e Acquiring digital technologies
e Digital government
e Digital platforms
e Web 3.0
e Sharing economy
e Digital future

e Digital automation

Al553

Steganography

This course aims to learn about the watermarking models and message
coding, learn about watermark security and authentication, and learn about
steganography.

This course is intended to provide the information in different aspects such as
information hiding, steganography and watermarking, history of watermarking,
Importance of digital watermarking, applications, properties, and evaluating
watermarking systems.

It also highlights a set of concepts such as notation, communications,
communication based models, geometric models, mapping messages into
message vectors, error correction coding, and detecting multi-symbol

watermarks

AlI555

File System

Forensics

Students will learn different techniques and procedures that enable them to
perform a digital investigation. This course focuses mainly on the analysis of
physical storage media and volume analysis. It covers the major phases of
digital investigation such as preservation, analysis and acquisition of artifacts
that reside in hard disks and random—-access memory.

The objective of this class is to emphasize the importance of digital forensics,
and to prepare students to conduct a digital investigation in an organized and
systematic way. This course will provide theoretical and practical knowledge,
as well as current research on Digital Forensics. Upon completion of the
course, students can apply open-source forensics tools to perform digital

investigation and understand the underlying theory behind these tools.

AlIS57

Data Visualization

This course introduces the basics of information visualization, which is the use
of interactive visual representations of data to amplify human cognition.

Properly constructed visualizations allow us to analyze data by exploring it
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from different perspectives and using the power of our visual system to quickly
reveal patterns and relationships.

This course uses practical, hands—on examples and exercises to teach the
theory and application of information visualization for data. The class
emphasizes visual analysis of time-series data, ranking and part-to—whole
relations, deviations, distributions, correlations, multivariate, and geographic

data.

Fundamentals of Big

This course provides a basic introduction to big data and corresponding
quantitative research methods. The objective of the course is to familiarize
students with big data analysis as a tool for addressing substantive research
questions. The course begins with a basic introduction to big data and
discusses what the analysis of these data entails, as well as associated
technical, conceptual and ethical challenges. Strength and limitations of big
data research are discussed in depth using real-world examples. Students
then engage in case study exercises in which small groups of students develop
and present a big data concept for a specific real-world case. This includes
practical exercises to familiarize students with the format of big data. It also

provides a first hands—on experience in handling and analyzing large, complex

Al559 Data and Data data structures. The course is designed as a primer for anyone interested in
Analytics attaining a basic understanding of what big data analysis entails. There are
no prerequisite requirements for this course.
This course provides a selection of the most important topics in this subject
as follows:
e Provide an overview of Apache Hadoop.
e Provide Hadoop Distributed File System (HDFS) Concepts and
Interfacing with HDFS.
e Understand Map Reduce Jobs.
e Provide hands on Hodoop Eco System.
e Apply analytics on Structured, Unstructured Data.
e Exposure to Data Analytics.
Students study the principles of Geographic Information Systems, covered
. topics include fundamentals of GIS; introduction to modern spatial data and
Al561 Geographic structures; input of Geospatial data; functions of geographic information

Information System

systems; spatial Analysis; coordinate transformation and map projection;

interpolation techniques; relations between GIS and remote sensing; and
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applications of geographic information systems to a variety of environmental
and geologic issues.
This course aims to give the students an understanding of the following
scientific knowledge:
e The basic principles of geographic information systems (GIS) science.
e Geospatial Data types used in GIS.

e The principles and methods of GIS data processing.

Al563

Research Methods
and Skills

This course will provide an opportunity for participants to establish or advance
their understanding of research through critical exploration of research
language, ethics, and approaches.
The course introduces the language of research, ethical principles and
challenges, and the elements of the research process within quantitative,
qualitative, and mixed methods approaches. Participants will use these
theoretical underpinnings to begin to critically review literature relevant to their
field or interests and determine how research findings are useful in forming
their understanding of their work, social, local and global environment.
This course provides a selection of the most important topics in this subject
as follows:
e Understanding research terminology.
e increasing the awareness of the ethical principles of research, ethical
challenges, and approval processes.
e Describing quantitative, qualitative, and mixed methods approaches to
research.
e Identifying the components of a literature review process.

e Critically analyze published research

Al565

Advanced Computer
and Communication

Networks

This course on advanced computer communication and networking
technologies. The course covers various aspects of advanced computer
networking: LAN/WAN technologies, congestion/flow control, self-similar
traffic analysis, queuing theory, link scheduling, routing, internetworking,
multicast, wireless technologies, quality of services, and peer—to—peer
networks.

This course provides a selection of the most important topics in this subject
as follows:

e Compare and contrast the OSI and TCP/IP models.
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e Given a network problem, create appropriate topology and draw wiring
diagrams.

e Configure servers, switches, and routers.

e Create routing tables.

e Setup static IP address as well as DHCP based addresses.

e Setup a DNS.

e Setup a mail server.

e Setup a wireless network.

e Install appropriate network security.

e Write socket programs.

e Application

Al542

Intelligent Systems

ntelligent Systems (IS) such smart phones and experiences on the Internet.
Self-driving cars and household robots could also be standard technologies
very soon. Intelligent Systems approach and exceed human intellectual
capabilities in an increasing number of domains (expert systems, board games
such as Chess and Go, speech recognition and translation, process
optimization, search engines), some can autonomously deal with unknown and
unexpected situations. Indeed, Intelligent Systems have the potential to be
deployed in almost any facet of our lives. The Intelligent Systems
specialization offers courses on a wide range of relevant topics.
Depending on the chosen courses, students will learn about Al search,
optimisation, knowledge representation, reasoning, planning, diagnosis,
machine learning, document analysis, intelligent agents (reinforcement
learning, information—theoretic foundations), data—driven approaches (mining,
matching, wrangling, modelling), and bio—inspired computing (neural networks,
evolutionary algorithms, human brain & mind).
Upon successful completion, students will be able to:

e Demonstrate a solid understanding of a variety of Intelligence System

(1S) approaches,
e Formalise real-world problems and select the most appropriate
method to solve such a problem.
e Implement IS algorithms and design and carry out empirical

evaluations.
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Al544

Al Applications in
Educational and

Human Sciences

Artificial Intelligence (Al) is producing new teaching and learning solutions that
are currently being tested globally. These solutions require advanced
infrastructures and an ecosystem of thriving innovators. This course aims to

study set of applications that are useful and effective in the field of education.

Al546

Biomedical Data

Acquisition

This courses interests in Systems that needs supply of Test and Measurement,
Process Control, Communication and Bio—Medical Instrumentation
equipment’s and Engineering Software.
In this course the students will be able to:

e Typical biomedical signals and applications

e Building blocks of data acquisition systems

e Common sources of noise in biomedical signals

Filtering and digital signal processing techniques

Al548

Artificial Intelligence

for Drugs Design

Artificial intelligence (Al) tools are increasingly being applied in drug discovery.
Whilst some protagonists point to vast opportunities potentially offered by such
tools, others remain skeptical, waiting for a clear impact to be shown in drug
discovery projects. This module is designed for students aiming at
understanding the main concepts of drug design and discovery process. The
course provides special focus on computational techniques helping the drug
design / discovery process. This implies identifying the relation between
structure and pharmacological action of the active pharmaceutical ingredients.
The whole module will comprise the basic concepts of Computer aided drug
design (CADD), starting from physicochemical aspects of ligands, potential
energy surface, differences between molecular mechanics and quantum
mechanics methods, drug targets, ligand-target interactions, molecular
docking, homology modelling, quantitative structure—activity relationship and

pharmacophore modelling.

AlIS50

Internet of Things in

Healthcare

The Internet of Things, commonly referred to as 10T, is the network of physical
objects, devices, vehicles, buildings, and other items that’s been integrated
into the technology of modern electronics, software, sensors, and other
“things” with network connectivity that enables them to collect and exchange
data. Once collected, this data becomes a powerful resource, which
companies and technologies are tapping into, in revolutionary ways. This
Course will teach students fundamentals concepts of Internet of Things (loT)
systems, wireless communication paradigms employed in loT, security and

privacy issues, and cloud integration. The course will cover loT systems
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architecture, hardware platforms, relevant wireless technologies and
networking protocols, security and privacy concepts, device programming and
debugging, cloud integration, simple data analytics, and ommercialization
challenges. The students should expect to be able to apply the taught
concepts in the development of an loT prototype.

e Gain expert-level knowledge of loT technology and tools

e Build a sound understanding of core concepts, background

technologies, and the different features of the loT landscape

This course will cover an overview to cloud computing with its basic trends
and case studies, different technologies of cloud computing and HTMLS5 and

JavaScript programming. The course

Block Chain
Al552 will also cover an overview to block chain, hyper ledger composer, block chain
Technology
solution architecture, block chain deep dive (Part 1), block chain deep dive
(Part 2), hyper ledger fabric application development, block chain deployment
options, block chain security, and block chain integration options.
Mobile Device
Al554 )
Forensics
This course covers fundamental issues and first principles of security and
information assurance.

e The course will look at the security policies, models and mechanisms
related to confidentiality, integrity, authentication, identification, and
availability issues related to information and information systems.

e Other topics covered include basics of cryptography (e.g., digital

Al556 | Computer Security (
signatures) and network security (e.g., intrusion detection and
prevention), risk management, security assurance and secure design
principles, as well as e-commerce security.

e Issues such as organizational security policy, legal and ethical issues
in security, standards and methodologies for security evaluation and
certification will also be covered

The objective of this course is to teach ways of efficiently organizing and
manipulating data in secondary storage.

e Know the low level aspects of file manipulation which includes: basic

Al558 File Organization

file operations, secondary storage devices and system software
¢ Know most important high—level file structures tools such as: indexing,

co sequential processing, B trees, and Hashing.
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e Apply these concepts in the design of a programing language for
solving various file management problems.
A. Knowledge and Understanding
e Understand different file techniques for storing and retrieving disk
data.
e study the use of file organization methods to improve file access
efficiency.
B. Intellectual skills

e Explain clearly and precisely stated solutions for problems. 2

e Analyze and break down the tasks into understandable and
manageable subtasks.
C. Professional and practical skills
e Analyze, design write, and test computer software applications and
systems.
e Appreciate the features of complex computing software and operate
them effectively
D. General and transferable skills
e Join a team to produce reports.
e Cope with a team to find a solution for practical problems and projects.

e Write structural reports.

Al560

Cryptography

This module will discuss the history and mathematics behind various attempts
(and failures) to keep information secret. Such as:
o Classical cryptosystems (Caesar cypher; Vigenere cypher; one-time
pads; Enigma) and how they are broken.
e Modern symmetric key algorithms (AES, Rijndael)
e Public key cryptography (RSA and Diffie-Helman) and their potential
weaknesses (factoring and discrete logs)
e Practical implementations of some of the above systems.
e Understand classical cryptosystems and analyse their weaknesses
e Understand public key cryptography and their potential weaknesses
e Appreciate some of the practical implementations of modern crypto—
systems.
e Improved understanding of the mathematics behind information

security
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e Understanding of how that mathematics is implemented in practice

Al562

Mobile Applications

Development

Understanding and building systems support mechanisms for mobile
computing systems including: client-server web/database/file systems,
mobile ad hoc and sensor networks for achieving the goal of anytime,
anywhere computing in wireless mobile environments. The technologies
involved to realize such a system will be covered and the fundamental
concepts of mobile computing are introduced. These include mobility
and service management, data management, routing in mobile ad hoc

and sensor networks, and security issues for mobile systems.

Al564

Distributed Systems

Design

Distributed system concepts and techniques underlie much of modern
computer technology; client-server systems based on high-bandwidth
networks support applications ranging from business data processing to
multimedia information systems. This course teaches the concepts and
principles employed in the design an implementation of distributed systems,
with practical examples, providing a suitable knowledge base for those aiming

for careers in advanced system and application development, or in research.

Al566

Selected Topics in
Math

This course covers elementary discrete mathematics for computer science. It
emphasizes mathematical definitions and proofs as well as applicable
methods. Topics include formal logic notation, proof methods; induction, well—-
ordering; sets, relations; elementary graph theory; integer congruence;
asymptotic notation and growth of functions; permutations and combinations,
counting principles; discrete probability. Further selected topics may also be
covered, such as recursive definition and structural induction; state machines

and invariants; recurrences; generating functions.
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