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Answer all the following questions:
(Q1: In the following configuration:
o Rl(config)# access-list 1 deny 172.16.4.0 0.0.0.255
o Rl(config)# access-list 1 permit any
* R1{config)# interface FastEthernet 0/0.
* Rl{config-if)# ip access-group 1 out
-
it
a- Explain each line in the configuration code, (4 Marks)

b- What happens if the second line in the configuration code is omitted? Explain

your answer.

(3 Marks)

¢- What happens if the access list is moved as close to the source? Explain your

answer.

Q3. For the following configuration:

S TP N ——

#i fopeafiis) # oaername JR-MMIN password clscel2l48
1 foendiyl § ueername: ALMIN secret olocn84321

I BY {fwmPiut £ line con ©
PRI foonfde- lineld loegin lodal
iRl {eaafig-line) § end

(RId

{54 show run | inclode username
i nsername JR-BOMTH password b BEIGIARZATLICRIBIE4347
aErname ADMIE sec-et 5 SISGYe0OnTwadSizTAMFaSSviza®rh
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(3 Marks)




a. Explain the configuration code. _ (4 Marks)
b. Explain the difference between the password and the secret commands. (3 Marks)

¢. Change the following code to enforce a minimum password length of 6. (3 Marks)

Q3. In the following Configuration.

Bid
e

=3

i
e BIMIN ranrss sirondd4agl
# Eime wpy T4

Ameld iogin logal

% permit 192 168 _18.
¥ permit 192.168

FEA Q@
21 3mE

a- Explain the configuration code. (4 Marks)
b- Change the above configuration to allow ip address 192.168.32.12 to access the
router in the Quiet mode. (3 Marks)
c- In the above configuration, what will happen if the login delay is changed to 20
seconds? (3 Marks)
Q4: Explain the following terms of IPS Signature Alarms: (10 Marks)

.a- Pattern-Based Detection b-Anomaly-Based Detection c¢- Policy-Based Detection

Good Luck and Best Wishes Dr. fbrakim Elashry
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